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a b s t r a c t
Economic systems are increasingly prone to complexity and uncertainty. Therefore, making well-
informed decisions requires risk analysis, control and mitigation. In some areas such as ﬁnance,
insurance, crisis management and health care, the importance of considering risk is largely acknowl-
edged and well-elaborated, yet rather heterogeneous concepts and approaches for risk management
have been developed. The increased frequency and the severe consequences of past supply chain
disruptions have resulted in an increasing interest in risk. This development has led to the adoption of
the risk concepts, terminologies and methods from related ﬁelds. In this paper, existing approaches for
quantitative supply chain risk management are reviewed by setting the focus on the deﬁnition of supply
chain risk and related concepts.
& 2014 Elsevier Ltd. All rights reserved.
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1. Introduction
Each process and decision in business is prone to uncertainty.
Since wrong assessments and misjudgments may lead to unfore-
seen developments, which may have important consequences
when detected (too) late, uncertainties need to be continuously
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monitored and managed. Along with the increasing number of
relevant uncertainties, the importance assigned to risk considera-
tions has grown. In recent decades, we have observed this term
being applied to areas such as decision theory [75,119], ﬁnance
[63,64,92], actuarial science [82], health care [53,77], marketing
[34,120], management [90], emergency planning [33,57,60] and
psychology [2,20,38].
Particularly in supply chain management many authors have
felt the need to somehow capture risk. Due to the increasing
complexity and interrelation of modern supply chains, the type
and nature of uncertain developments or the impact of any action
have become hard or even impossible to predict [58]. Additionally,
major disruptions like Hurricane Katrina, the piracy attacks off-
shore Somalia, global ﬁnancial crisis, ﬂoodings in Thailand, Eur-
opean ash-cloud, Japanese earthquake and tsunami among others
revealed a lack of preparedness of supply chain managers towards
uncertain developments in general [116].
A close look into the use of the term risk in general and supply
chain risk in particular reveals that its meaning is far from clear.
The Risk Response Network of the World Economic Forum among
others have just recently identiﬁed that more time and effort has
to be invested not only in conceptual or methodical work but ﬁrst
of all in the creation of a common deﬁnition and understanding of
supply chain risk [67,117,131,135,143].
This review overcomes a hole in the literature which regards
the lack of a clear deﬁnition of risk within the context of supply
chain risk management. With the goal to provide a complete
foundation of nowadays understanding of supply chain risk, we
studied not only mathematical approaches that originate from the
operations research and management science community, but also
conceptual and empirical papers that provide managerial insights
and risk classiﬁcations. However, the main analysis sets the focus
on the mathematical body of supply chain risk literature and
evaluates whether conceptual work has been transferred to
mathematical approaches. Therein we reveal missing aspects of
prevailing supply chain risk deﬁnitions, quantiﬁcation measures
and modeling approaches.
Since it is not possible to review all relevant literature, the
analysis focuses on papers that either explicitly classify and deﬁne
supply chain risk or that quantitatively model risk for supply chain
design and planning problems. The remainder of this paper is
organized as follows: the next section brieﬂy traces the develop-
ment of the term risk. By doing so, it will be easier to understand
the motivation for the different deﬁnitions that are presented
subsequently. We focus on the use of risk in theory and practice,
particularly the integration of risk management in corporate
systems, and existing risk management approaches, regulations
and standards. Section 3 outlines existing concepts of supply chain
risk in research and practice. In Section 4, we derive important
characteristics that drive today's understanding of risk. Presented
as core concepts of risk consideration, these characteristics may
also be used to deﬁne supply chain risk. Section 5 provides a short
discussion on measures that are used to quantify risk in the
majority of analyzed papers. The following Section 6 reviews
papers with regard to their modeling approach and solution
techniques applied. The conclusion and an outlook outlining ideas
for future research are provided in Section 7.
2. The evolution of risk
In spite (or possibly because) of its long history, the term risk is
still vague and often ill-deﬁned. Although in everyday language
the term is frequently used and easily understood [97], the
underlying concepts are hard to deﬁne and even harder to assess.
The reason for the widespread, heterogeneous and inconsistent
deﬁnitions of risk can be traced back to its evolution, the
continuous change of its nature, its meaning, and its purpose
of use.
The origin of the word risk cannot be clearly determined, since
this term seems to have roots in different cultures. An etymolo-
gical analysis of the European notion of risk leads to the Greek
navigation term rhizikon, describing the need to avoid “difﬁculties
at the sea” [40]. Understood in this sense, the best approximation
of the meaning of risk would be fear or adventure. The former
refers to commercial activities and implies physical and mental
distress, whereas the latter means pecuniary ventures as a strategy
to engross the self-worth. In the 14th century, when the maritime
trade between Northern Italian city states started to increase,
traders adopted this perception and regarded risk as the danger of
losing their ships. For instance a spice merchant would think of
potential situations that could cause his ship to be lost: storms,
piracy, mutiny of the crew, or diseases. Today, these ’what-if-
stories' are largely used in planning and commonly referred to as
scenarios [27]. They reveal potential developments and their
consequences [73]. However, the ultimate reason for the high risk
of running a spicery business did not reside solely from external
events (such as storms or piracy), but also from the fact that the
merchant usually owned only one ship – a single supply channel –
and all his capital had been invested in the goods transported by it.
Because the consequences of losing the ship were devastating for
the merchant, his business was strongly vulnerable. The business
of a merchant who owned more ships or who additionally dealt in
salt trade or had a commercial partnership – diversiﬁed business
risk – was less vulnerable. Such a merchant would have less
reasons to be anxious. Within this context, risk expresses the fear
that economic activities lead to the loss or devaluation of an
important asset or a decrease in the performance of the business.
Although the supply chains have become more complex, and are
caught in a crossﬁre of a vast amount of inﬂuences, today's supply
chain managers are essentially confronted with a similar situation
to the merchants in the 16th century: In order to prevent their
businesses from losing value, they need to identify alternatives,
before or while changes to their supply chain and its environment
occur. The famous and much discussed example of supply chain
risk encountered by Nokia and Ericsson reveals, how the degree of
preparedness leads to different outcomes [101]. Although these
organizations had to deal with the same direct consequences of an
unexpected incident, Ericsson suffered deeply from a supplier
shortfall possibly provoking them to leave the mobile market
[101,127,129], while Nokia could manage to acquire backup
suppliers and alternative production capacities.
While the aforementioned understanding of risk is based on
the fear of losing an investment, another view focuses on the
probability of events that result in loss. At the beginning of the
17th century, risk became prominent in mathematics, when Blaise
Pascal (1623–1662) and Pierre de Fermat (1601–1665) started to
measure uncertainty in gambling [47]. Their work led to the
development of Probability Theory, which still dominates the
modern concept of risk [16]. In fact, the connection between
probability theory and risk has been observed since the 1950s
and has been applied to many research domains. As the perfor-
mance of supply chains is becoming increasingly uncertain due to
unexpected changes, authors transferred this basic probability-
based risk concept to supply chain risk management. The prob-
ability of ﬂooding, earthquakes, and tsunamis in the Asian region,
for example, make supplier shortfalls more realistic and more
threatening for supply chains as can be seen in a number of cases.
However, less probable events like ash clouds in European air
space also demand for appropriate treatment.
Contributions in supply chain risk management mainly discuss
the identiﬁcation of triggering-events and the assessment of their
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probabilities of occurrence – although this risk perception might
be limited for supply chains. The more general concept of risk
associated with the fear of losing (business) value has not evolved.
3. Existing approaches of supply chain risk deﬁnitions
Although the topic is being considered as increasingly impor-
tant, there are only a few authors explicitly deﬁning supply chain
risk. Those that do, found their deﬁnition on the assumption that
supply chain risk is a purely event-oriented concept. This risk
perception is in accordance with the risk understanding developed
over the last four centuries that strongly relates risk to the
probability of occurrence of disruptive events. In the context of
supply chain risk management, events are characterized by their
probability of occurrence and their related consequences within
the supply chain. The reasons for the occurrence of risk (i.e., the
initial or so-called triggering event) are not relevant in this
classiﬁcation: it can be found within one ﬁrm, within its supply
chain or within the supply chain's environment [71]. While some
authors analyze the consequences of an event for a single focal
ﬁrm [151], others focus on the performance of the supply chain as
a whole [71], which can be affected by the occurrence of cascading
effects that propagate through the entire network.
Among the ﬁrst authors to establish a supply chain risk
deﬁnition were March and Shapira: they deﬁne supply chain risk
(B) No Explicit
Supply Chain Risk
Definition 82%
d) 52%
[111]
[7] [125]
[44][37]
[153]
[62]
[43]
[124] [107]
[158]
[73]
[155]
[123]
[55]
[6]
[87]
e) 12%
[137]
[102]
[156]
[157]
f) 6%
[134]
[4]
g) 12%
[100]
[85] [81]
[14]
(A) Explicit
Supply Chain Risk
Definition 18%
a) 9%
[159]
[26] [86]
b) 6%
[50]
[78]
c) 3%
[79]
Fig. 1. Analysis of supply chain risk deﬁnitions. Articles provide (A) explicit supply chain risk deﬁnitions and deﬁne risk as a) the probability and adverse outcome, b) the
supply risk by Zsidisin [162], or c) the deviation from the expected. Majority offers (B) no explicit supply chain risk deﬁnition and imply risk to be d) an event, e) a deviation
from the expected/objective, f) a probability, or g) provide no further insight to the deﬁnition of risk.
SUPPLY CHAIN RISK
RISK EXPOSITIONRISK-AFFECTEDOBJECTIVE
Efficiency
Effectiveness
RISK ATTITUDE
Aversion
Seeking
Neutrality
TIME-BASED CHAR-
ACTERISTICSDISRUPTIVE TRIGGERS
Triggering Event
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AFFECTED SUP-
PLY CHAIN
Vulnerability
Resilience
Fig. 2. Core Characteristics of Supply Chain Risk.
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as the “variation in the distribution of possible supply chain
outcomes, their likelihood, and their subjective values” [90].
Zsidisin provides a review of the literature and industrial practices
derived from case studies in order to derive a deﬁnition of supply
risk [162]. The author proposes a deﬁnition of supply risk that
relates the occurrence of an incident with the inability of the
affected companies to cope with the consequences. His deﬁnition
is adopted by others as well [50,78]. Much conceptual work has
been provided by Jüttner, Peck and Christopher. In a common
paper the authors deﬁne supply chain risk as “the possibility and
effect of mismatch between supply and demand” [67]. Likewise,
Peck deﬁnes supply chain risk as “anything that [disrupts or
impedes] the information, material or product ﬂows from original
suppliers to the delivery of the ﬁnal product to the ultimate end-
user” [105]. However, most conceptual research is dedicated to the
categorizations of triggering events that are often synonymously
referred to as supply chain risk, which is often understood
as a starting point for risk identiﬁcation [74], see discussion
in Section 4.
Fig. 1 shows the result of the paper analysis with respect to the
deﬁnition of supply chain risk. Note, we put the emphasis of our
analysis on the evaluation of mathematical-based models, there-
fore, references like [67,90,105,162] are missing in the Figure.
Additionally, some of those papers have been selected for the
analysis, although they do not directly refer to supply chain risk,
but provide valuable aspects for the quantitative modeling of risk
in supply chain problems. The majority of papers analyzed,
however, miss to deﬁne supply chain risk, even though their
emphases are put on this topic.
Taking the above references into account, we conclude that the
deﬁnitions of supply chain risk are often vague, ambiguous and
defy quantiﬁcation. As a result, supply chain risk is still difﬁcult to
assess, monitor, control, and hardly representable in mathematical
decision models.
4. Core characteristics of supply chain risk
So far, there is no unanimous deﬁnition of supply chain risk,
but there is a vast amount of literature coming from multiple
domains dealing with risk. We chose the following domains to
represent the most relevant streams of the use of risk, although we
acknowledge that there may be further deﬁnitions in other
disciplines: ﬁnance, insurance, decision theory, utility theory,
emergency management and health, safety, environmental and
reliability engineering. Each of the following paragraphs outlines
how risk is understood according to selected domains of applica-
tion and explains the underlying rationales.
Based on this analysis we identify core characteristics that drive
nowadays supply-chain risk understanding: The assessment of
supply chain risk is closely related to the objectives that need to be
accomplished by the underlying supply chain. The degree of
achievement of these objectives depends on the exposition of
the underlying supply chain towards unexpected and uncertain
developments. Risk exposition is further classiﬁed by potentially
disrupting triggers, supply chain's ability to handle irritations, and
time-based aspects that align the occurrence of the disruptive
triggers to the current status of the supply chain. The signiﬁcance
of a potential non-achievement of objectives is assessed by the risk
attitude of the decision maker. These characteristics are high-
lighted in Fig. 2.
4.1. Objective-driven risk
Risk considerations are very popular in ﬁnancial management.
The aim of this area is to efﬁciently plan, monitor, and control the
capital resources of a company. Financial risk management seeks
to predict and to handle uncertain developments, which may lead
to a degradation of company's value and forestall the achievement
of corporate objectives. In ﬁnance, risk is measured as ﬂuctuations
around the expected value of ﬁnancial returns. Originally,
researchers considered the use of mathematical models for ﬁnding
decisions which could capture this perspective of risk. In the initial
models, mean-variance objective functions were considered, see
for instance [39,91]. In ﬁnance, the understanding of risk com-
prises both gains and losses. Several characterizations of ﬁnancial
risk subsist, most of which distinguishing market, credit, currency
or liquidity risk. These risks describe the potential for losses due to
movements in market prices, debt payments, exchange rates, and
interest in trading certain assets, respectively. Financial risk
management models attempt to predict consequences of the
aforementioned movements. In contrast to the aforementioned
risks it is by far more difﬁcult to identify, model and assess
ﬁnancial losses due to operational risk. Operational risk is deﬁned
by the Basel II Committee as “the risk of loss resulting from
inadequate or failed internal processes, people and systems or
from external events” [11, p.137]. In order to determine adequate
capital reserves that serve as fall back positions when operations
fail, organizations need to fully understand the interrelated con-
sequences and dynamics that occur with operational risk. Opera-
tional risk better reﬂects the complexity, uncertainty and diversity
of risk sources that are valid for supply networks. It provides,
therefore, a better conceptual basis for the notion of supply chain
risk than ﬁnancial risk as it is understood for market, credit,
currency and liquidity risk.
The discussion shows that ﬁnancial risk management is con-
cerned with risk that refers to deviations of expected monetary
objectives. Similarly, supply chain management has a signiﬁcant
inﬂuence on business goals and therefore provides competitive
advantage, when designed appropriately in regards to meet
business objectives [151]. However, in supply chain management
goals can be achieved in two ways: efﬁciently or effectively
[61,96]. While effectiveness means that achieving a predeﬁned
goal can be guaranteed even if conditions are adverse, efﬁciency
refers to minimal spending of resources to reach this goal. The
primary purpose of a supply chain is to satisfy customer's demand,
(A) Efficiency 42%
[50] [111] [125] [62] [100] [158] [85]
[26] [81] [102] [55] [79] [86] [153]
(B) Efficiency and efficiency-based
Effectiveness 46%
[44] [37] [137] [43] [4] [124] [155]
[134] [123] [14] [156] [7]
[6] [87] [157]
(C) Balancing Efficiency
and Effectiveness 3%
[107]
(D) None 6%[73] [159]
(E) Effectiveness 3%[78]
Fig. 3. Supply Chain Risk Objectives: (A) The predominantly objective is optimizing
efﬁciency-based ﬁgures like costs, proﬁt, or inventory. (B) When effectiveness is
considered it is transferred to efﬁciency-based objectives by the means of penalty
or shortage cost for unmet demand. (C) Efﬁciency and effectiveness balancing as
well as (E) pure effectiveness-based approaches are limited. (D) Some work may
serve for different risk-objectives.
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the availability of resources and the functionality of supply chain
processes, therefore, need to be guaranteed. The effectiveness in
the context of supply chain management includes these aspects
[19]. In contrast, purely efﬁciently designed supply chains provide
the possibility of higher competitive advantages. Supply chain
efﬁciency refers to a cost- and waste-minimal execution of supply
chain activities [19]. The recent series of reported supply chain
failures has shown that when efﬁciency is the sole objective, there
is little buffer to enable continuity or recovery in the event of a
disruption. It seems that the pursuit of efﬁciency and effectiveness
are conﬂicting ([78]) and need to be carefully balanced.
Stock and Boyer developed a consensual deﬁnition of supply
chain management that incorporates the aforementioned
thoughts [138]. According to the authors the management of
supply chains seeks to plan, monitor, and control a network of
interdependent organizations that facilitates different types of
ﬂows between the original producer to the ﬁnal customer with
the objectives to maximize proﬁtability through efﬁciencies as
well as to achieve customer satisfaction [138]. Consequently, a
deﬁnition of supply chain risk should reﬂect the potential non-
achievement of corporate goals due to ineffective or inefﬁcient
supply chain processes. Meanwhile, most approaches concentrate
on reducing monetary or ﬁnancial consequences of uncertain
and unexpected developments. Only a few authors consider
effectiveness-based aspects like service level. Kull and Closs for
instance use discrete-event simulation with the objective of
increasing customer satisfaction [78]. Zsidisin deﬁnes supply risk
and relates the occurrence of an event to the inability of the supply
chain to satisfy customer's demand [162]. Fewer authors combine
both concepts in order to truly balance supply chain efﬁciency
with supply chain effectiveness. Peng et al. develop a system
dynamics model for balancing inventory level and service level
[107]. The majority of approaches, however, focus on a purely
efﬁciency-based representation: when effectiveness is considered,
it is measured in terms of the sighted efﬁciency ﬁgure (costs or
proﬁt). Fig. 3 presents main results of this analysis with regard to
the mathematical approaches considered.
4.2. Risk exposition
Besides the objectives set to the supply chain, the exposition
towards unexpected or uncertain developments have meaningful
inﬂuence on how supply chain risk is understood. The risk
exposition is speciﬁed by the occurrence of a so called-triggering
event, as well as by characteristics of the underlying supply chain.
While the former is further speciﬁed by the probability of
occurrence and the effect within the supply chain, the latter is
described by concepts like vulnerability or resilience. Additionally,
time-aspects need to be considered when referring to disruptive
triggers and the preparedness of the affected supply chain.
4.2.1. Disruptive triggers
A disruptive trigger is further speciﬁed through the concepts of
probability and event.
Probability. The central aspect of risk perception in most
research areas is the availability of probability distributions.
Decision theory, for instance, aims to support decision-makers in
the construction or identiﬁcation of an optimal or at least a
satisfying decision. This is difﬁcult in complex situations, when
the assessment and evaluation of the consequence of decision is
affected by different types of uncertainty [32,46]. The effective and
efﬁcient practice of supply chain management in today's globa-
lized world depends on the collaboration between geographically
dispersed organizations [76]: (local) information must be collected,
evaluated and shared across organizational boundaries [48].
Rosenhead et al. were the ﬁrst to classify a decision process
according to the available information into three categories:
certainty, risk and uncertainty [119]. Under certainty all para-
meters are deterministic and known. The relation between infor-
mation (input) and the decision (output) is unambiguous.
Situations that are not certain comprehend some kind of fortuity.
Reasons for the need to make decisions under these circumstances
vary from lacking time and resources to collect, process and
evaluate information to the inherent complexity of systems that
forestalls predicting the consequences of a decision [32,59,84,161].
To distinguish between these fundamentally different situations,
two categories are introduced: decision making under risk relies
on probability distributions, which govern the relation between
input and output. Decision making under uncertainty needs to be
made despite the lack of information about the likelihood of
parameter changes.
Most authors adopted this categorization and refer supply
chain risk to the extent of information availability about randomly
changing supply chain parameters – assuming probability speciﬁ-
cations are at hand. Yet information processing needs to respect
the fact that the situation, its development and the information
about both may be uncertain, fast-changing and with varying
degrees of relevance and reliability. Still supply chain managers
need to make decisions even when no information about the type
of fortuity is available. Supply chain risk therefore addresses both
decision making under risk and under uncertainty.
The type of fortuity used to describe the development of
uncertain parameters is depicted by uncertainty models. The
literature analysis follows the categorization of Owen and Daskin
[103]. The authors distinguish between probabilistic approaches
and scenario planning approaches. While the former explicitly
consider probability distributions, the latter evaluate generated
sets of possible future values, which can be weighted by discrete
probability values, but do not have to [103]. Table 1 shows the
results of this analysis.
Triggering Event. The strong relation between the concepts of
probability and risk is adopted by health, safety, environmental
(HS&E) as well as by reliability engineering. However, a new aspect
is emphasized by the implication that risk is understood as an
event or a series of events. The international engineering standard
ISO14971 deﬁnes and measures a risk R as the product of
probability and harm of an event e: R¼ PeSe, where Se and Pe
refer to the severity and probability of e respectively [1]. Most of
today's supply chain risk deﬁnitions start from the assumption
that events are the decisive factor determining risk [154]. Conse-
quently, huge efforts are invested in gathering, analyzing and
assessing information to control potential triggering events that
could materialize supply chain risk. To assess supply chain risk,
triggering events are modeled as a function of their severity in
terms of impact on the supply chain goals and their frequency of
occurrence. Different terms are often used synonymously to refer
to triggering events, e.g. disturbance [141], disruption [128], disaster
[139], hazard or crisis. According to Svensson a disturbance is a
“random quantitative or qualitative deviation from what is normal
or expected” [141]. A negative consequence of disturbance is
related to “a deteriorated goal accomplishment in terms of
economic costs, quantitative deviations […] and qualitative devia-
tions”. Wagner and Bode state that a disruption is characterized by
its probability, severity and effects [151]. A disruption is further
described as a combination of the triggering event, which is
characterized through frequency of occurrence and magnitude,
and a consequential situation, which threatens the normal course
of business operations. A disruption is regarded as more severe
and often persist for a longer period in time than a disturbance.
Klibi and Martel combine the availability of probability infor-
mation and the extent of impact related to each triggering event.
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The authors distinguish between random, hazardous, and uncer-
tain events. The former are described by probability distributions
and occur within single periods. Hazardous events affect supply
chain's performance in adjacent periods. They are considered to be
rare but repetitive. No probability information is available for
uncertain events, however, they are considered to have enormous
impact on the supply chain in adjacent periods [73].
As supply chain risk is understood as a triggering event, most
authors focus on categorizing supply chain risk with regards to the
triggering events in order to distinguish it from other business
risks [151]. This serves to better understand and manage its
inherent diversity. While the majority of the approaches relate
supply chain risk to the source or root causing the deviations,
some authors relate risk to ultimate consequences. According to
Jüttner et al. and Kajüter these approaches distinguish between
cause- and effect-oriented deﬁnitions of supply chain risk [67,70].
Major efforts in the Anglo-American supply chain risk manage-
ment literature have been dedicated to cause-oriented methods.
The rationale behind is that by knowing the cause, appropriate
measures to reduce the likelihood of occurrence can be imple-
mented. Additionally, the taxonomies differentiate between
sources related to the supply network and to supply chain
processes. Table 2 shows a summary of relevant supply chain risk
categories and subcategories as deﬁned in literature.
In the following the focus is set to the analysis of risk sources.
Depending on whether the risk source lies within or beyond the
supply chain boundaries, we ﬁnd endogenous and exogenous
origins for the supply chain risk. As a supply chain usually consists
of several different interconnected companies, Götze and Mikus
further distinguish endogenous risk sources as “beyond company
borders” and “corporate-wide” sources [52]. Another classiﬁcation
refers to the possibility of controlling the risk: Jüttner et al.,
Waters, and Wagner and Bode distinguish internal from external
risk sources that are beyond the managers' control (e.g., policy or
market risk) [67,151,154]. Christopher and Lee, Jüttner et al., and
Christopher and Peck ﬁnd three different types of network related
sources of supply chain risk: lack of ownership, chaos, and inertia
[29,30,67]. Lack of ownership refers to the increasing number of
logistic partners and the resulting unclear lines of responsibilities.
The increased complexity of the supply network, signiﬁcant
changes in the environmental conditions, and market signals,
drive inadequate mitigation [67], which result from over-
reactions or distorted information. Among others, process-related
sources of supply chain risk are for example referred to the Supply
Chain Operations Reference (SCOR) model. Risk sources are
assigned to the key processes deﬁned within the SCOR model:
plan, source, make, deliver, and return. Consequences of “SCOR-
process-risks” [160] are further characterized by quality, delay,
breakdown, costs etc., to facilitate analysis and communication.
An alternative approach categorizes supply chain risk according
to the area that is affected by the occurrence of risk. Perspectives
of this category refer to the basis of the extent, the controllability,
or the network-wide location of the impact. Kajüter differentiates
between cumulative, additive, and singular supply chain risks [69].
Cumulative supply chain risks intensify as they propagate along
the supply chain processes. Additive supply chain risks have
negative effects along the supply chain if they co-occur. Finally,
singular supply chain risks are locally isolated, thus not affecting
any other parts of the supply chain. Tang provides a set of
dimensions referring to the extent of impact by addressing the
risk level of certain events and differentiating between operational
and disruption risks [144]. Simchi-Levi focus on the role of
decision-makers and provide two dimensions of analysis by
distinguishing known-unknown/ unknown-unknown and control-
lable/uncontrollable risk [129,130]. The ﬁrst dimension refers to
the predictability of unknown events. The latter describes the
ability to manage and limit frequency and impact of risk. The
unknown–unknowns are risks that can hardly be predicted.
Terrorist attacks, epidemics, or geo-political instability are typical
examples, but due to the climate change, also extreme weather
events and related natural catastrophes will become harder to
predict. The known–unknowns are risks that can be predicted
from analyses of past events, for example by the means of
statistical data analysis, e.g. meantime to failure, supplier lead
time [130]. Controllability refers to the ability to manage and limit
frequency and impact of risk. This classiﬁcation is subject to
individual expert assessment: the predictability and controllability
of execution problems strongly depend on the nature of the
business environment and the sighted level of business objectives.
Moreover, the binary character makes it hard to compare the
degree of control or knowledge between different events.
Based on these categorizations, Fig. 4 shows those approaches
that strongly differ between the source of uncertainty and the
affected area. For instance Goh et al. develop a stochastic model for
a facility location and distribution planning problem under supply,
demand, and exchange rate risk, where uncertainty arises from
supply, demand and exchange rate, respectively [50]. Supply chain
risk is regarded as the source of uncertainty. Similarly, Mak and
Shen as well as Sawik regard risk as the disruption risk, while the
source of uncertainty is modeled as a distribution function of the
disruption [87,124].
Other sources of uncertainty are referred to as supply risk
[37,43,44,78,79,86,123,125,159], demand risk [6,14,37,50,79,
111,125,134], or risk of (total) cost [6,50,155]. Most approaches,
however, describe supply chain risk as the deviation of the affected
objective, which is most often proﬁt-, cost-, or cash-ﬂow-oriented
and therefore referred to as monetary ﬁgure [4,7,26,55,62,81,
85,100,102,125,137,156–158]. Minor work is dedicated to regard
risk as customer's satisfaction [78] or supplier failures [153].
4.2.2. Affected supply chain
From emergency management another dimension of risk
exposition can be identiﬁed. To prevent harm from human lives,
to keep safety and to ensure sustainable growth, authorities and
policy makers have sought to anticipate and prepare for the
unexpected [108,148]. Examples include emergency management
plans [5] or the design of stress tests for critical infrastructures
[113]. In these contexts, risk is often determined as a function of
hazard, vulnerability and exposure [22,95]. This distinction is
targeted at supporting decision-makers by distinguishing the
external components of risk that can hardly be inﬂuenced (such
as a natural hazard) from the internal values that can be controlled
or manipulated [17]. This approach does not only regard risk as a
threat deriving from triggering events, but also as a concept that
depends on characteristics of the underlying organization. Only
Table 1
Uncertainty model of uncertain parameter development.
Uncertainty model Reference Share (%)
Probabilistic approach [7,37,43,155,159] 22
Scenario approach [4,6,7,14,50,55,62,79,87,102,111,123–125,134,137,156,157] 78
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some authors have recently highlighted the correlation between
magnitude of supply chain risk and the capability of resistance of
the underlying system [73,86].
The concept used to describe the extent to which a supply
chain is susceptible to a speciﬁc or unspeciﬁc risk event is called
supply chain vulnerability. It is remarkable that prevalent deﬁni-
tions of both triggering event and supply chain vulnerability use
concepts and computational formulae that are similar, often even
identical, to supply chain risk deﬁnitions. A concept closely related
to supply chain vulnerability is supply chain resilience describing
the ability of a supply chain to overcome vulnerability. In general,
vulnerability is deﬁned as a concept that describes “the character-
istics and circumstances of a community, system or asset that
make it susceptible to the damaging effects of a hazard” [147]. In
this sense, supply chain vulnerability can be understood as a
concept that comprehends the supply chain as a system within
its socio-economic environment comprising the abilities to
respond to the hazard and cope with the damage that could occur.
Three main perspectives of deﬁnitions describing the concept of
supply chain vulnerability can be distinguished within the con-
temporary literature: deﬁnitions are either identical to the deﬁni-
tion of supply chain risk, or they relate to the extent of supply
chain exposure or they refer to characteristics of the underlying
supply chain. Table 3 illustrates the prevailing perspectives on
vulnerability.
The ﬁrst perspective in Table 3 refers to the deﬁnition of supply
chain risk: authors from the ﬁelds of supply chain risk manage-
ment, transportation systems and network analysis understand
vulnerability as a combination of the likelihood of a triggering
event and its related consequence [36,65,128,140–142]. Deﬁning
supply chain vulnerability as “something [that] is at risk” [105,
p. 132] requires an understanding of what is meant by supply
chain risk. Additionally, there is no clear and unanimous distinc-
tion between the deﬁnition and understanding of supply chain
vulnerability and supply chain risk.
Further work focuses on developing a conceptual and rather
qualitative understanding of supply chain vulnerability by relating
it for instance to propensity, susceptibility and exposure
[8,25,30,67,150,152]. A ﬁrst step towards a systematic understand-
ing of supply chain vulnerability was taken by Wagner and Bode
[150]. Following their argumentation certain structural supply
chain characteristics can inﬂuence corporate loss given a supply
chain disruption. Similarly, Barroso et al. deﬁne supply chain
vulnerability as the “incapacity of the supply chain to react to
the disturbances at a given moment, and consequently to reach
supply chain objectives” [10].
The concept of resilience is applied in many different disciplines
such as ecology, engineering, sociology, psychology, economics
and organizational analysis. The overall understanding of resili-
ence relates to the ability of the underlying system (material,
network, individual, companies or corporate entities) to adjust or
maintain essential functions under stressful and harsh conditions.
In engineering resilience refers to a material's characteristic “to
recover its size and shape after the deformation caused by
especially compressive stress” [94]. Particularly in crisis and
emergency management, resilience is often deﬁned as the
response to an actual threat, the ability to “bounce back” to the
initial state [18,33,42,89]. This state is considered as a point of
reference, although its optimality is not guaranteed. In fact, in
many situations it can be advantageous to adjust to or strive to
attain a new state. In supply chain management, reasons may be
that environment and operating conditions have changed in a way
that turn the initial state unfavorable, or because the supply chain
has learned from the disruption and adapts to the new (desired)
state to improve preparedness. The ﬁrst deﬁnitions of resilience
referring to supply chain management were developed in 2004 at
the Cranﬁeld University [30] and in parallel studies at the MIT
[128]. This work resulted in a ﬁrst concise deﬁnition of supply
chain resilience, which is still dominating: supply chain resilience
is deﬁned as a supply chain's ability to return to its original or
Table 2
Supply chain risk categories.
Category Subcategory Perspective Type of supply chain risk (characteristic of supply chain risk source) Author
Risk sources Network Location Supply chain exogenous; Beyond company borders supply chain endogenous;
Corporate-wide supply chain endogenous
[52]
Supply; Demand; Environmental [68]
Supply chain network (physical network, ﬁnancial network, informational, relational, innovational network) [24]
Controllability Internal [67]
External [154]
Internal (demand side, supply side, regulatory/legal/bureaucratic, infrastructure, catastrophic); External
(regulatory/legal/bureaucratic, infrastructure, catastrophic)
[151]
Lack of ownership [29]
Chaos [67]
Inertia [30]
Assessment Quantitative; Qualitative [140]
Stakeholder Supplier-related (disruptions, delays, systems, information processing, intellectual property, procurement,
receivables); Internal (disruptions, delays, systems, information processing, procurement); Customer-related
(disruptions, delays, systems, information processing, receivables)
[28]
Process SCOR levels Plan (quality, delay, breakdown, costs); Source (quality, delay, breakdown, costs); Make (quality, delay,
breakdown, costs); Deliver (quality, delay, breakdown, costs);Return (quality, delay, breakdown, costs)
[160]
Controllability Environmental; Supply; (Intra-corporate) process; (Intra-corporate) control; Demand [72]
Organizational
functions
Research & development; Supply; Production; Distribution; Financial; Personal; Management [80]
Logistical
operations
Order processing; Inventory; Warehouse; Packing; Transport [52]
Target area of risk Location Corporate; Supply chain wide [52]
Extent of
impact
Operational (demand, supply and cost deviations); Disruption (natural and man-made disasters) [144]
Controllability Known–unknown/unknown–unknown; Controllable/uncontrollable [130]
Propagation Cumulative; Additive; Singular [69]
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move to a new, more desirable state after being disturbed
[30,49,105,110]. While this understanding is uncontested in the
supply chain management literature, different attitudes prevail
about how supply chain resilience is related to supply chain
vulnerability and to supply chain risk and how supply chain
resilience can be achieved. Consequently, deﬁnitions on supply
chain resilience either refer to the ability to overcome supply chain
vulnerability [10,109,140–142] or to the ability to reduce supply
chain risk [42,66,104]. A research analysis of current literature
reveals dimensions, which are deemed to be important to increase
supply chain resilience. According to Rice and Caniato the most
relevant “resilience capabilities” are ﬂexibility and redundancy
[114]. Both can be further speciﬁed through ﬂexibility-related
concepts like agility [30], responsiveness [23], velocity[66], or
intra-corporate concepts such as supply chain risk management
culture [30], collaboration [115] and visibility [30].
Some conceptually oriented work has already described the
need to combine the event-driven perception of supply chain risk
with a systematic-driven view on the underlying supply chain
[66,150]. Other quantitative works pointed out the importance of
combining disruptive triggers with the conﬁguration of the supply
chain [73,78,86,126], but only a few applied this perception within
their models, see for example [6].
4.2.3. Time-based characteristics
A universal aspect of risk, which is applied in many different
domains, is the consideration of time. In ﬁnancial management, for
example, the time horizon length has a meaningful inﬂuence on
the assessment of risk and has attracted much attention [21,51]. In
emergency or disaster management early warning systems yield to
increase the preparedness of a system with regard to reaction-
time [112].
The literature on supply chain risk management has not yet
considered in depth time-aspects, yet some authors point out their
importance with respect to the modeling of supply chain risk
[55,86,88,127,151]. As can be derived from the literature analysis,
time-aspects are introduced for the modeling of disruptive triggers
or for characterizing the affected supply chain. The magnitude of
consequences, for instance, depends on the current work load of
the affected supply chain (netting between demand quantity and
available capacities). Considering the European ash cloud in 2010,
it is quite obvious that the consequences would have been less
severe if the Icelandic volcano had erupted during Christmas
holidays, when many production facilities are closed anyway.
The time of an impact is important in the consideration of supply
chain risk [14]. Time-based characteristics that describe the ability
of the affected supply chain to discover and respond to disruptive
triggers are captured by Ben-Tal et al. as well as Sodhi and Tang
[14,136]. The authors distinguish between time to design a
solution in response to the disruption [14], time to deploy the
solution, and the time of recovery [136]. Besides characterizing the
affected supply chain, time-based aspects describe properties of a
disruptive trigger. For example the speed of an event captures how
fast parameters change during or after the occurrence of an event
[88]. The time for detection of an event formalizes the time until
information about the event are available [88,136]. The frequency
captures the time between two triggering events [88]. The
affected area (50%)
monetary figure [137]
[125]
[7]
[62]
[4]
[100]
[158]
[85]
[26]
[81]
[102]
[156]
[55]
[157]
customer satisfaction [78]
supplier failure
[153]
source (50%)
supply[125] [44] [37] [159]
[43] [78] [123] [79]
[86]
demand
[125][37][14][6]
cost
[50] [111] [134] [79]
[50] [155] [6]
disruption
[124] [87]
Fig. 4. Literature analysis of supply chain risk categories: (A) Supply chain risk is classiﬁed upon the affected KPI and/or (B) supply chain risk is understood as the source of
uncertainty and therefore related to the uncertain parameters.
Table 3
Supply chain vulnerability deﬁnitions.
Perspective Deﬁnition of supply chain vulnerability Author
Supply chain risk Supply chain vulnerability¼SePe [36,65,128]
“something is at risk; vulnerable: likely to be lost or damaged” [105]
vulnerability as a construct consisting of two components, namely “disturbance” and “the negative consequence of
disturbance”
[140-142]
Supply chain exposure “propensity of risk sources and risk drivers to outweigh risk mitigating strategies” [67]
“an exposure to serious disturbances, arising from risks within the supply-chain as well as risks external to the supply-chain” [25,30]
a susceptibility to incidents that can reduce availability of network resources [8,15]
Supply chain
characteristics
“is a function of certain supply chain characteristics” [150]
“incapacity of the supply chain to react to the disturbances at a given moment” [10]
“characteristics and circumstances of a system […] that make it susceptible” [17,109,147]
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frequency of such events has increased considerably over the last
years [31]. The duration of changes evoked by triggering events is
declared as a relevant temporal aspect [127,151,158].
However, the classiﬁcations of time-based characteristics are of
conceptual nature and have not yet been fully transferred to
mathematical approaches. The description of time-based charac-
teristics mainly relates to supply chain modiﬁcations that were
evoked by triggering events, and do not relate to decisions, risk
management, and required counter measures. Changes may also
arise by uneventful trends or slightly varying level shifts. As the
literature analysis reveals, approaches have not payed much
attention to time-based characteristics of supply chain risk so
far. Although mid-term problems like inventory, supply or demand
planning imply the consideration of several periods, they do not
employ time for capturing risk.
4.3. Risk attitude
Derived from utility theory and applied in the ﬁeld of ﬁnancial
risk management, risk is speciﬁed by the risk attitude of the
decision maker. The subjective perception of the importance of
risk is divided into three groups: risk-averse, risk-seeking, and
risk-neutral. These attitudes may drive managers' decision-making
processes and lead to different solutions. Supply chain risk, as risk
in general, may be regarded as a subjective concept that relies on
the individual's assessment of potential outcomes, rather than an
objective concepts [41]. Risk attitudes and individual or organiza-
tional preferences, therefore, have a decisive inﬂuence on the
measurement of future supply chain performance and conse-
quently co-determine supply chain decisions. While most of the
approaches do not explicitly consider different risk attitudes, some
authors refer to subjective perceptions of the decision maker. Liu
and Nagurney, for instance, suggest that supply chain managers
should ﬁrst evaluate the risk tolerance level of the ﬁrm before
making decisions that need to last for the long-run [85]. Wakol-
binger and Cruz apply a weighting factor representing an adjus-
table risk attitude of the decision maker [153]. Table 4 summarizes
which of the analyzed approaches considered risk attitudes
explicitly within their models.
Interestingly, risk-seeking attitudes are not considered in
supply chain risk literature so far. A reason might be that supply
chain risk is mainly related to negative developments of supply
chain objectives. However, to the best of our knowledge, deﬁni-
tions of different attitudes towards supply chain risk do not exist
in the contemporary literature. As deduced in Section 4.1, the
extent of supply chain risk strongly depends on pursued goals of
the underlying supply chain. Supply chain goals are detailed by the
type of objective, which can be both efﬁciency- or effectiveness-
based, and their corresponding target-values. Based on the ﬁnd-
ings so far, we provide a deﬁnition of supply chain risk attitudes as
follows. The decision maker's degree of acceptance with respect to
the deterioration of target-values deﬁnes his attitude towards
supply chain risk. Risk-averse supply chain managers only accept
a minor deterioration of target values of an efﬁciency- (or effec-
tiveness-) based supply chain goal in exchange for the adherence
or increase of an effectiveness- (or efﬁciency) based supply chain
goal. Risk-seeking decision makers, however, accept higher
degrees of value deterioration of a speciﬁc goal in exchange for
the adherence or increase of an opposite one. Risk-neutral supply
chain managers prefer neither of the two objective types. If target
values of efﬁcient- and effective-based supply chain goals are too
tight, these objectives can be mutually exclusive. For example,
a targeted service level of 100% in addition with a sighted level of
zero logistic cost might be impossible.
5. Risk measures
In order to assess and compare different solutions that aim to
limit the extent of risk, decision-makers need to (somehow)
quantify risk. Standard deviation, mean-variance approaches,
value-at-risk, conditional-value-at-risk or premiums are risk mea-
sures that aim at describing the interaction of uncertainty and the
extent of its related harm or beneﬁt. Owing to the lack of
quantitative measures that capture the more complex realities of
supply chains, these measures – developed in ﬁnance and insur-
ance contexts – are applied for supply chain risk, too. Starting from
these concepts, supply chain risk is also measured by the like-
lihood and the severity of adverse effects or the extent of loss
[45,56,97].
In the following, several commonly used supply chain risk
measures are introduced and brieﬂy discussed.
Variance or standard deviation are widely used as a measure of
supply chain risk, although several authors have been arguing that
they are problematic as measures of risk in general [13,35,106].
Both concepts evaluate the wideness of a distribution and consider
not only negative but also positive deviations from expected
returns [121]. Consequently, a surplus of the expected is consid-
ered as risky as a equal-sized loss. According to Cox the most
common critique in the theoretical decision analysis and ﬁnancial
economics literatures are the restrictions under which the mean-
variance analysis is applicable [35], e.g. risk factors have normal or
location-scale distributions and utility functions are quadratic,
implying that less money is preferred to more, for some amounts
[9,91]. The difﬁculties of using probabilities in the light of growing
complexity and uncertainty have already been discussed above.
Deviation-based measures, like variance, standard deviation,
expected or absolute values of deviation are applied by [4,6,7,55,
62,79,87,102,123,134,153,156,157].
In ﬁnancial engineering and ﬁnancial risk management positive
and negative deviations are referred to as upside- and downside-
risk, respectively. In that sense downside-risks reﬂects the risk
associated with undesirables outcomes, i.e. losses. Value-at-risk
(VaR) and conditional-value-at-risk (CVaR) are used in portfolio
theory as percentile measures of downside risks. Both concepts
describe different parts of a proﬁt or loss distribution and their use
is governed by the objective of the decision maker as well as by
the availability and quality of distribution estimates [121]. VaR is
deﬁned as a threshold value associated with a speciﬁed conﬁdence
Table 4
Risk attitudes considering approaches.
Ref Single risk attitude Multiple risk
attitudes adjustable
Risk-averse Risk-neutral Risk-seeking
[6] ✓
[7] ✓ ✓
[26] ✓
[55] ✓
[73] ✓ ✓
[81] ✓
[85] ✓ ✓
[87] ✓
[100] ✓
[102] ✓
[124] ✓ ✓
[123] ✓
[125] ✓ ✓
[137] ✓
[153] ✓
[155] ✓
[157] ✓ ✓
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level of outcomes. Let X be a random variable most often describ-
ing a loss and FðXÞ ¼ ProbfXrzg the cumulative distribution
function of X. The VaR of X with conﬁdence level αA ½0;1Þ is
VaRαðXÞ ¼minfzjFXðzÞZαg
By deﬁnition VaR is a lower α-percentile of X and therefore does
not account for the distribution properties beyond the conﬁdence
interval. The indifference of VaR to extreme parts of the distribu-
tion can be both a desirable or undesirable property. When stable
distribution estimates are not available VaR is predominantly used.
However, extreme outcomes impose a particular threat and need
to be explained especially if VaR is exceeded. CVaRαðXÞ equals the
conditional expectation of X subject to XZVaRαðXÞ. In other words
it describes the average loss beyond the speciﬁed conﬁdence level.
Developed by Rockafellar and Uryasev CVaR attracts much atten-
tion due to its mathematical properties that are especially suitable
for optimization problems [118,121]. Acerbi and Tasche deﬁned an
equivalent of CVaR named expected shortfall [3]. Sarykalin et al.
provide a comparative discussion of both concepts as well as
suggestions of when to use which concept [121]. For further
insights we refer to their work. The application of downside
risk measures within the context of supply chain problems is
very common as can be deduced from the literature analysis.
[86,111,123,125] apply VaR, [111,123–125,137] apply CVaR and
[26,55,157] use other downside risk measures.
In actuarial science risk is described by a non-negative random
variable, that models a claim size caused by a policy. Actuaries
develop models to quantify and price risks, i.e. they require
probability distributions of the risk regarded as well as preference
function to these probability distributions [82]. The price charged
by the insurer for taking the risk is called a premium. The decision
to transfer supply chain risk to an insurance has to be investigated
carefully, as it does not necessarily cover the loss of the insured.
Other authors deﬁne approach-speciﬁc concepts like the number
of hits [73] or use old-established measures like the mean-variance
related to the proﬁt [85]. Nagurney et al. deﬁne risk functions for
each supply chain partner that depends on the ﬂow related to each
partner and on the total ﬂowwithin the network. These functions are
used as an input for the model. Several authors apply probability as a
measure of risk [4,37,43,44,78]. Azaron et al. for instance measure the
risk associated with a supply chain design problem by the probability
of not meeting a certain cost level or budget [4]. Cui et al. express
supply chain risk as the probability that a certain facility serves a
certain customer at a certain level [37]. Some authors do not quantify
the degree of risk related to a solution, which is most-often the case,
when supply chain risk is understood as the uncertainty of input
parameters [14,50,81,155,158]. This group is referred to as not further
quantiﬁed (NFQ).
Fig. 5 summarizes the analysis on risk measures applied in the
literature under investigation.
Most approaches concentrate on reducing monetary consequences
of uncertain and unexpected developments, see Section 4.1. Mean-
while they predominantly evaluate the impact of changes of monetary
policies (prices) or ﬁscal policies (taxation) with measures developed
for the quantiﬁcation of ﬁnancial risk. However, ﬁnancial risk is taken
care of in ﬁnancial risk management and supply chain risk manage-
ment should be responsible for monetary losses within supply chain
management. Additionally, we emphasize that objectives of supply
chain management have different dimensions. Effectiveness-driven
goals like customer satisfaction or supplier reliability ask for different
measures like efﬁciency-based objectives.
6. Risk-aware supply chain optimization
As supply chain risk management is a discipline that attracts
the attention of researchers from different domains, the existing
literature provides various methodological approaches. In addi-
tion, the previous discussion has shown that supply chain risk
consists of several relevant aspects. There are literature reviews
that analyze the existing work on some of these core character-
istics: Snyder et al. review papers from the operations research
community that relate solely to supply chain disruption, hence
that focus on disruptive triggers [133]. Reviews focusing on the
affected supply chain discuss the design and planning of mitigation
alternatives [54,146]. Afﬁliated work includes topics like critical
infrastructure and network reliability [99,132].
Others classify and discuss general supply chain risk manage-
ment approaches more broadly [131,135,143,149] and derive
managerial insights [127,131,144,145].
Tang classiﬁed various quantitative and qualitative approaches
upon the supply chain management unit that is considered to deal
with risk (supply, demand, product, or information management)
[144]. Within each category the author further analyzes and
differentiates available approaches upon the parameter considered
as uncertain (demand, lead times, costs, yields), problem type
(supply network design, supplier relationship, supplier selection
process, supplier order allocation, supply contract), management
strategy (postponement, process sequencing), or industry, respec-
tively. Singhal et al. provide a review that classiﬁes literature by
research approaches and key issues of supply chain risk manage-
ment [131]. They divide analytical risk modeling approaches into
modeling type (mathematical, simulation, and multi-agent) and
modeling settings (linear, integer, dynamic, and stochastic pro-
blem settings). According to Singhal et al. the latter refers to the
nature of the study and scope/domain of the research problem.
The aforementioned surveys give a valuable overview of the
supply chain risk management literature reaching across domains
and methodologies. This section provides additional information and
insights with the focus set to mathematical approaches that model
supply chain design and planning problems and that explicitly refer
to the consideration of supply chain risk. As we should be interested
in how supply chain risk is deﬁned, quantiﬁed, and modeled today,
we omit the aforementioned related work. We analyze the modeling
paradigms and techniques that solve the problems.
6.1. Modeling approaches
In order to describe mathematical formulations for optimizing
supply chain risk problems, this paragraph focuses on universal
Downside Risk 32%
[111]
[123]
[125] [157]
Probability 9%
[37]
[4]
[78]
[44]
Deviation 34%[123]
[62]
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[153][157]
NFQ 16%
[14]
[43]
Other 9%
[86] [137] [124] [26] [55]
[134] [156]
[6] [79] [102][55] [87]
[155] [50]
[158] [81]
[100] [85]
[73][159]
Fig. 5. Measures applied for quantifying supply chain risk: Downside risk measures
like VaR and CVaR and measures of (absolute, expected, and standard) deviation
are among the most applied measures.
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categories as well as on aspects tailored for supply chain risk
considerations.
Classical categories have been proposed by Beamon among
others [12]. He distinguishes between deterministic analytical,
stochastic analytical, economic, and simulation models. Sahebi
et al. just recently provided a classiﬁcation based on Beamon's and
Mula et al.'s approaches [12,98]. Sahebi et al.'s approach tackles
relevant modeling aspects like the linearity of model formulation,
dimensionality of the objective function, analytical model and
purpose [122]. This classiﬁcation is more suitable for the analysis
of existing literature. Since the purpose of the mathematical
formulation has been analyzed in Section 4.1, this aspect is
skipped in the following presentation.
The risk statement is a further relevant aspect of description.
Supply chain risk should be either minimized by the objective
function, restricted by speciﬁc constraints or be balanced by its
consideration in both statements. Often risk measures are intro-
duced in the objective function and other risk related parameters
are used in constraints.
Considering these aspects, we used the following criteria to
classify the models:
 Linear programming, non-linear programming, mixed integer/
integer linear programming, mixed integer/ integer non-linear
programming;
 Single and multi-objective functions; and
 Risk considerations within the objective function, within the
constraints, or within both.
Table 5 summarizes the various aspects of modeling
approaches that classify the reviewed papers.
Table 6 shows the result of this analysis. The majority of the
reviewed papers applies linear programming and more precisely
mixed integer programming approaches. Especially location-
allocation type of problems favors the mixed integer approach
[4,6,37,50,62,87,111,137]. The linear programming approaches
considered tactical problems, like production, logistic or supply
chain planning [14,43,134,156,157] as well as strategic decision
models like supplier selection/portfolio or supply chain design
problems [4,6,37,50,62,87,111,125,137,155,159]. Very rarely non-
linear approaches are chosen [4,7] Models exclusively considering
multi-objective functions are of minor interest [4,62,159],
although the need to balance different types of supply chain
objectives would motivate multi-objective approaches. Therefore,
the consideration of supply chain risk is stated mainly in both
objective function and constraints.
6.2. Solution techniques
This section follows the classiﬁcation of solution methods pro-
vided by Melo et al. [93]. They deﬁned four categories that determine
different solution techniques. The ﬁrst category General solver, exact
solution refers to a problem's solution obtained by mathematical
programming software. The solution is either optimal or good
enough with respect to a pre-determined acceptable gap speciﬁed
by the decision maker. By introducing computational time restriction
an off-the-shelf solver provides solutions of the second category,
namely heuristic solution. Speciﬁc solution algorithms offer exact or
heuristic solutions. The former are obtained by special-purpose
techniques such as decomposition methods, column generation,
branch-and-cut, and branch-and-bound. The latter are determined
by heuristic-based approaches (Lagrangian relaxation, linear pro-
gramming based heuristics and meta-heuristics) when problem sizes
are huge. Table 7 summarizes the analysis of solution techniques.
7. Conclusion
An increase in observed supply chain disruptions has raised
awareness for supply chain risk management in recent years.
Unfortunately, the understanding of what exactly is meant by supply
chain risk, which information should be monitored, and how risk
management and mitigation can be designed in the light of these
risks is heterogeneous. As risk considerations are already deeply
embedded in other ﬁelds and partly applied in supply chain manage-
ment, we conducted an extensive literature analysis on risk concepts
in general and on conceptual as well as mathematical supply chain
risk approaches in particular. Based on the literature review we
identiﬁed core characteristics that are used to deﬁne, quantify and
Table 5
Categorization of modeling approaches.
Linearity linear programming LP
Non-linear programming NLP
Mixed integer/integer linear programming MLP
Mixed integer/integer non-linear programming MNLP
Objective function dimensionality Single-objective function SOF
Multi-objective function MOF
Risk statement placement Within objective function OF
Within constraints CON
Within constraints and objective function OF/CON
Table 6
Modeling approaches of the reviewed papers.
Ref Linear Nonlinear Objective Risk statement
LP MLP NLP MNLP SOF MOF OF CON OF/CON
[4] ✓ ✓ ✓
[6] ✓ ✓ ✓
[7] ✓ ✓ ✓
[14] ✓ ✓ ✓
[37] ✓ ✓ ✓
[43] ✓ ✓ ✓
[50] ✓ ✓ ✓
[55] ✓ ✓ ✓
[62] ✓ ✓ ✓
[79] ✓ ✓ ✓
[87] ✓ ✓ ✓
[102] ✓ ✓ ✓
[111] ✓ ✓ ✓
[123] ✓ ✓ ✓ ✓
[124] ✓ ✓ ✓ ✓
[125] ✓ ✓ ✓ ✓
[134] ✓ ✓ ✓
[137] ✓ ✓ ✓
[155] ✓ ✓ ✓ ✓
[156] ✓ ✓ ✓
[157] ✓ ✓ ✓ ✓
[159] ✓ ✓ ✓
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model risk. Adjusted to supply chain risk management these core
characteristics can also deﬁne supply chain risk.
The identiﬁcation and discussion of core characteristics allows
for a re-deﬁnition of supply chain risk as follows: Supply chain risk
is the potential loss for a supply chain in terms of its target values of
efﬁciency and effectiveness evoked by uncertain developments of
supply chain characteristics whose changes were caused by the
occurrence of triggering-events.
However, the real challenge in the ﬁeld of supply chain risk
management is still the quantiﬁcation and modeling of supply
chain risk. To this date, supply chain risk management suffers from
the lack of a clear and adequate quantitative measure for supply
chain risk that respects the characteristics of modern supply
chains. Measures predominantly used in ﬁnance and insurance
are most often used in mathematical approaches for supply chain
risk as well. However, from the aforementioned core character-
istics those measures most often address the deviation from
efﬁciency-based objectives. Purely cost- and waste-considering
objectives, however, evaluate supply chain's performance in retro-
spect. They miss to assess both operational effectiveness and
important strategic achievements like product quality and custo-
mer satisfaction [83]. When it is not possible to fully quantify
supply chain risk through risk measures, still supply chain risk and
its related core characteristics need to be represented within
supply chain models. Despite numerous approaches relevant
research gaps have been identiﬁed:
 As nowadays supply chains need to fulﬁll efﬁciency- and
effectiveness-driven objectives, approaches should account for
balancing these opposite requirements, for example balancing
distribution costs and shipment rates, or overall logistics costs
and service level, see Section 4.1.
 More advanced (context-sensitive) approaches especially with
respect to the risk attitude of the decision maker and with
respect to the environment of the affected supply chain are
needed, see Sections 4.2 and 4.3.
 The impact of time-aspects is evident, their integration into
quantitative models, however, challenging, see Section 4.2.3.
Besides categorizing available approaches and identifying research
gaps, the underlying review clariﬁed the meaning and importance
of notions commonly used within the (supply chain) risk manage-
ment literature.
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